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Resisting Sybil Attacks with Cards- Shuffling Scheme
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(1. School o Conputer Science and Engineering, University o Electronic Science and Technology o China, Chengdu, Sichuan 610054 China;
2. Institute of Acoustics, the Chinese Academy ¢ Sciences, Bejing 100080, China )

Abstract:  The Cards Shuffling scheme solves the Sybil attack in distributed hash table ( DHT) theoretically. To overcome

cheats of the enemy, a distributed authentication sysgem which constructed by trusted nodes is proposed. The joining nodes are awr
thenticated by the trusted nodes to ensure that the sign and identifiers of the nodes can not be fabricated. Tickets recording the joirr
ing process of Cards Shuffling scheme are also introduced to verify the nodes so that the accumulation of expired identifiers is m-
possible. The performance of the algorithm proposed by the paper is determined by the number of tickets to be stored. Both the anat

ysis and simulation confirm that there won’ t be a great number of tickets to be stored, which guarantees the feasibility of the algo

rithm.
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Il ticket1
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